GOVERNMENT OF MANIPUR
DEPARTMENT OF INFORMATION TECHNOLOGY

MEMORANDUM
Imphal, the 13* June, 2026

No. IT/21/2025-DITC-DIT: The Manipur State Data Centre (MSDC) is responsible for ensuring the
security, integrity, and availability of Government websites, portals, and applications hosted under its
infrastructure.

2. It has been observed that the Security Audit Certificates of several hosted websites, portals,
and applications have expired. Further, the recent cyber-attack on agrimanipur.mn.gov.in highlights
the growing cyber security threats to Government digital infrastructure. The absence of valid Security
Audit Certificates exposes these systems to vulnerabilities, unauthorized access, data breaches, and
other cyber threats.

3. Therefore, all websites, portals, and applications whose Security Audit Certificates have
expired shall be made inaccessible with immediate effect until a fresh Security Audit is conducted by
a CERT-In empanelled agency and a valid certificate is submitted to MSDC.

4, The Departments/Organizations listed in Annexure-I shall immediately verify the validity of
the Security Audit Certificates of their respective websites, portals, and applications and initiate a
fresh Security Audit through a CERT-In empanelled agency wherever the certificate has expired.
Failure to submit a valid Security Audit Certificate shall result in the concerned website, portal, or
application being made inaccessible with immediate effect in the interest of safeguarding the State's
digital infrastructure.

5. MSDC officials and technical personnel shall maintain enhanced vigilance and continue 24x7
monitoring of infrastructure and services. Any cyber security incident or suspicious activity shall be
reported immediately to the Chief Information Security Officer (CISO), Manipur.

6. The State Data Centre team shall continuously monitor security logs, firewall events, intrusion
detection/prevention systems, and other security controls to strengthen the cyber security posture of
Government infrastructure.

7 This memorandum shall come into force with immediate effect until further orders.

i

(G. Robert Sharma)
Chief Information Security Officer
(CISO)

Secretary to Hon'ble Chief Minister, Manipur

S.0. to Chief Secretary, Government of Manipur

Secretary (IT), Government of Manipur.

All Heads of Department concerned, Manipur.

M/s Inspira Enterprise India Limited — For information & necessary action.
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ANNEXURE-I

/ebsite UF

MSDC-WEBSRV01_new

Cyber Corporation Manipur Limited

10.178.197.171

ccmimanipur.in

MSDC-WEBSRVO1_new

Department of Minority Affairs

10.178.197.171

manipurminority.gov.in

MSDC-WEBSRV01_new

Directorate for Welfare of Other
Backward Classes and Schedule Castes

10.178.197.171

manipurobcsc.mn.gov.in

MSDC-WEBSRV01_new

Manipur CM

10.178.197.171

cmdahaisi.mn.gov.in

MSDC-WEBSRVO01_new

Departmment of Information
Technologies

10.178.197.171

ditmanipur.gov.in

MSDC-WEBSRVO1_new

Education Department

10.178.197.171

manipureducation.gov.in

MSDC-WEBSRV01_new

Department of Excise

10.178.197.171

excise.mn.gov.in

MSDC-WEBSRVO01_new

Manipur Lokayukta

10.178.197.171

manipurlokayukta.mn.gov.in

MSDC-WEBSRVO1_new

Government of Manipur

10.178.197.171

manipur.gov.in

10

MSDC-WEBSRVO1_new

Manipur Development Society

10.178.197.171

mds.mn.gov.in

11

MSDC-WEBSRVO1_new

Planning and Development Authority

10.178.197.171

pda.mn.gov.in

12

MSDC-WEBSRVO1_new

Electricity Department

10.178.197.171

aopower.mn.gov.in

13

MSDC-WEBSRVO02

Agriculture Department

10.178.197.155

agrimanipur.mn.gov.in

14

MSDC-WEBSRV02

Manipur Forest Department

10.178.197.155

cosfom.mn.gov.in

15

MSDC-WEBSRV02

Directorate of Economics and
Statistics

10.178.197.155

des.mn.gov.in

16

MSDC-WEBSRV02

Kakching Municipal Council

10.178.197.155

kakchingmc.mn.gov.in

17

MSDC-WEBSRV02

Directorate of Municipal
Administration, Housing and Urban
Development

10.178.197.155

mahud.mn.gov.in

18

MSDC-WEBSRV02

Manipur CM Secretariat

10.178.197.155

meeyamginumit.mn.gov.in

19

MSDC-WEBSRVO02

Directorate of Municipal
Administration, Housing and Urban
Development

10.178.197.155

mgad.mn.gov.in

20

MSDC-WEBSRV02

MSPCL

10.178.197.155

rti.mspcl.in

21

MSDC-WEBSRV02

Directorate of Transport

10.178.197.155

manipurtransport.gov.in

22

MSDC-WEBSRV02

Unified Services Portal, DIT Manipur

10.178.197.155

uspmanipur.mn.gov.in

23

MSDC-WEBSRV02

Vigilance and Anti Corruption
Department

10.178.197.155

dvac.mn.gov.in

24

MSDC-WEBSRV02

DIT Manipur

10.178.197.155

rowmanipur.mn.gov.in

25

MSDC-WEBSRV03

Directorate of Adult Education

10.178.197.166

adulteducation.mn.gov.in

26

MSDC-WEBSRVO03

Department of Art and Culture

10.178.197.166

artnculturemanipur.mn.gov.in

27

MSDC-WEBSRVO3

Directorate of Environment & Climate
Change

10.178.197.166

ccmanipur.mn.gov.in

28

MSDC-WEBSRVO03

Directorate of Language Planning and
Implementation

10.178.197.166

dlpi.mn.gov.in

29

MSDC-WEBSRV03

Department of Fisheries

10.178.197.166

fisheries.mn.gov.in

30

MSDC-WEBSRV03

Directorate of Craftsman Training

10.178.197.166

dct.mn.gov.in

31

MSDC-WEBSRV03

Directorate of Printing and Stationary

10.178.197.166

manipurgovtpress.nic.in
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32

MSDC-WEBSRVO03

Department of Fisheries

10.178.197.166

rtifisheries.mn.gov.in

23 MSDC-WEBSRV03 Social Welfare Department 10.178.197.166 socialwelfare.mn.gov.in

34 MSDC-WEBSRV03 Department of Taxes 10.178.197.166 manipurtaxes.gov.in

35 .
MSDC-WEBSRV03 Department of Technical Education 10.178.197.166 techedu.mn.gov.in

36 MSDC-WEBSRV03 Town Planning Department 10.178.197.166 tpmanipur.mn.gov.in

37 MSDC-WEBSRV03 Water Resource Department 10.178.197.166 wrd.mn.gov.in

38 MSDC-WEBSRV04 Planning Department 10.178.197.158 ppmonitor.in

39 MSDC-WEBSRV04 Manipur Fire Service 10.178.197.158 manipurfireservice.gov.in

40 ; .
MSDC-WEBSRV04 Directorate of Handlooms and Textiles[10.178.197.158 dhtmanipur.mn.gov.in

41 MSDC-WEBSRV04 Department of Power 10.178.197.158 manireda.mn.gov.in

42 MSDC-WEBSRV04 Minor Irrigation Department 10.178.197.158 mid.mn.gov.in

43 Department of Horticulture & Soil
MSDC-WEBSRV04 Conservation 10.178.197.158 momamanipur.mn.gov.in

44 MSDC-WEBSRV04 Department of Art and Culture 10.178.197.158 mska.mn.gov.in

45 MSDC-WEBSRV04 MSPCL 10.178.197.158 mspcl.in

46 Department of Rural Development
MSDC-WEBSRV04 and Panchayati Raj 10.178.197.158 manipursrim.gov.in

47 MSDC-WEBSRV04 Manipur Technical University 10.178.197.158 mtu.ac.in
MSDC_MANIPUR_POLIC

A8 E Home Department 10.178.197.154 manipurpolice.gov.in
MSDC_MSITS_WEB_SR

s Vv Department of Tribal Affairs and Hills |10.178.197.170 dtahills.mn.gov.in
MSDC_MSITS_WEB_SR |Department of Environment and

. v ) Climate Change 10.178.197.170 environment.mn.gov.in

= MSDC_MSITS_WEB_SR |Department of Horticulture & Soil

% v Conservation 10.178.197.170 horticulture.mn.gov.in
MSDC_MSITS_WEB_SR

" v Department of Art and Culture 10.178.197.170 inamuseum.mn.gov.in
MSDC_MSITS_WEB_SR |Manipur Electricity Regulatory

5= \" Commission 10.178.197.170 mnerc.mn.gov.in

54 MSDC_MSITS_WEB_SR |Manipur State Beverages Corporation
Vv Ltd. Office of Commisioner of Excise |10.178.197.170 msbcl.in
MSDC_MSITS_WEB_SR |Manipur State Commission for

35 V Scheduled Tribes 10.178.197.170 mscst.mn.gov.in
MSDC_MSITS_WEB_SR

= " Planning Department 10.178.197.170 slna.mn.gov.in

57 MSDC_MSITS_WEB_SR |Directorate of Relief & Disaster 10.178.197.170 msdma.mn.gov.in

58 CEO-MANIPUR- Chief Election Office, Lamphel 10.178.199.38 ceomanipur.nic.in
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